degepaibHOE TOCYIAPCTBEHHOE ABTOHOMHOE 00pa3oBaTe/ibHOe
y4peKIeHne BhICIIEro 00pa3oBaHus
«MOCKOBCKHI (PU3HKO-TEXHUYECKHUH HHCTHTYT
(HaLMOHAJILHBIN HCCJIEN0BATEIbCKHI YHHBEPCHTET))

YTBEPXJAEHO
IIpopexTop no yueoHoii padore

A.A. BopoHos

PaGouyas nporpamMma qucuunJIMHbI (MOXYJIs1)

10 AMCIMILINHE: 3amuTa nHpOpMaIU
10 HANPABJICHHUIO: IIpuknagHbie MaTeMaTHKa U (pU3MKa
npo¢uib NOArOTOBKHU: VYrpasneHue HHHOBAIMAMU B OM3HECE

Ou3Tex-1kona Ou3Heca BHICOKHX TEXHOJIOTHH
kadenpa nHQOPMATUKH U BBIYUCIUTEIHLHON MaTeMaTHKU

Kypc: 4
KBaJIMpUKALS: GakanaBp

Cemectp, hopMBbI IPOMEKYTOUHOH arTecTauuu: 7 (oceHHuil) - JuddepenuupoBannslii 3a4et

AynuropHbIx yacoB: 30 Bcero, B TOM 4HCIIE:
nexkuuu: 0 gac.
cemuHapsl: 30 gac.
nabopatopusle 3ansaTus: 0 gac.

CamocrosrensHas padora: 60 gac.
Bcero gacos: 90, Bcero 3a4. ef.: 2

KonnuecTBo KOHTPONBHBIX PadoT, 3a1aHuil: 2

[Iporpammy cocrasuin: T.®. XupbsiHOB, CTapLUIN PENOAABATEIb

[Iporpamma obcyxneHa Ha 3aceqanuu Kadenpsl HHPOPMATUKK U BRIYUCIUTENIbHON MateMaruku 31.08.2023



AHHOTANMA

B pamkax maHHOW IMCHMIUIMHBI BBl Y3HAeTe€ Mephl IO o0ecreueHuIo KnbepOe30acHOCTH Ha MPEANPUATHH,
HAy4HUTECh BBHIOMPAaTh HEOOXOOMMBIE WHCTPYMEHTBI M AJITOPUTMBI 3alIUThl WHGOPMALKUK B 3aBUCUMOCTH €€

KPUTHYHOCTH.
1. lean u 3apa4n

]_le.]'ll) AUCHUIIINHBI

- OBJIAACHUC CTYACHTaMHU 0a30BEIMU NOHATUAMHA, CTaHAApPTaMH, NOAXOAAMU W TEXHOJOTUAMHU I10
00€CIIEUCHUIO HH(l)OpMaHHOHHOf/'I 6€3OHaCHOCTI/I, AJId UX TPUMCHCHUS B PCAJIBHBIX ITPOCKTAX.

33]13‘[1/[ JAUCHUIIINHBI

- mpuOOpeTeHHEe CTYACHTaMU HAaBBIKOB II0 O0ECICUCHHIO KHOepOe30MacHOCTH Ha MPEINPHITHH,
CIIOCOOHOCTh BBIOMpAaTh HEOOXOAWMbIE WHCTPYMEHTHl W QITOPHTMBI 3allUThl HHPOpPMAIUU B
3aBUCHMOCTH KPHUTUYHOCTH WH(OpMAIMU, HHOPACTPYKTypHl MOTPEOHOCTEH OpraHu3amuud 1o eé

3alIuTC.

2. llepedyens popmMupyemMbIX KOMIETeHUMH

OcBoeHue TUCIUILTUHBI HAITPABICHO Ha (DOPMUPOBAHHE CICAYIONINX KOMITETEHITHINA:

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

WNHaukaTopsl JOCTHKEHHS KOMIIETEHIIMH

YK-4 Crioco0GeH oCyecTBISATh JCIOBYIO YK-4.2 Ucnoneiyet COBPEMEHHBIE
KOMMYHHKALUIO B YCTHOH M MUCBMEHHOM WH(POPMALIMOHHO-KOMMYHHUKAaTUBHBIC cpeacTBa JUTS
¢dbopMax Ha TOCyJapCTBEHHOM SI3bIKE KOMMYHHKALUH

Poccutiickoit denepanyu 1 THOCTPAaHHOM(BIX )

sI3bIKE(ax)

OIIK-4 CriocobeH ocymiecTBiIsITh cOOp U OIIK-4.1 Brmageer weTromaMu Hay4HOrO IIOMCKa |

00paboTKy HayYHO-TEXHUYECKOHN U (HJITH)
TEXHOJIOTHYECKOH MH(OPMAIINH ISl PELICHHS
(yHIaMEHTAIBHBIX U MPUKIIAJHBIX 3349

MHTEJUICKTYaJbHOTO aHajdM3a WH(POPMAIMUA TPU pEIICHHU
3a7a4 npodeccHoHaIBHOM AesITeNbHOCTH

[IK-1 CnocoGeH mi1aHupoBaTh U NPOBOAUTH
Hay4YHbIE SKCTIEPUMEHTHI (B U30paHHOI
MPEeIMETHOM 001acTH) U (MIIM) TEOPETUIECCKHUE
(aHATMTHYECKHUE M IMUTAIMOHHEIC)
HCCIICAOBAHHUS

[IK-1.8 Bnageer HaBblkKamMu pPabOTBl C COBPEMEHHBIMH
SI3bIKaMU [IPOIPaMMHMPOBAHUS U IPOrPAMMHBIMU ITaKETaMU
JUISl HAYYHBIX pacyeToB

[1K-3 CnocoGeH BbIOMpaTh U MPUMEHSATH
noaxozsiee 000py10BaHHE, HHCTPYMEHTHI U
METO/IbI UCCIIEIOBAHUH IS PELLICHHS 3a]1a4 B
M30paHHON NpeMETHOM 00IacTH

[IK-3.2 3naer o6macTh W KPUTEPUHU NPUMEHUMOCTH
UCHOJNb3YEMBIX TEOPETUYECKUX IIOIXOJOB U  yMEHHUE
OLICHUBATh TOYHOCTh MNPHUOJMKECHHBIX aHAIUTHYECKHUX
METOJOB BBIYUCIICHUH

3. IlepeyeHb NIAHMPYEMBIX Pe3yIbTATOB 00yUeHHUsI N0 JUCHMILINHE (MOLYJII0)
B pesynbrare 0cBOHHS AUCHUIIMHBI 00y4aIOIINeCs JOIKHbI

- IOAXOAbI K OpraHu3aliuu KOMILJICKCHOM 3allIUThI OPraHu3aIuy, a TAKKC TCHACHIIUU UX PA3BUTHA,

3HAThb!
- ocHoBHbIe nouATusl Kb n HampasneHust qesTenbHOCTH;
- 3aKOHOZATENbCTBO, CTAHAAPTHI U crienupukanuu B odnactu Kb; Buas! TaiiH;
- TUIIBI CUCTEMBbI KOMIUIEKCHOH 3alUThl OPraHU3aLUil U HalPaBJIEHHUS UX MCIIOIb30BaHUS;
- OCHOBHBI€ ITOJXOBI 1 METOABI 3AIIUTHI JAHHBIX;
- MeTo/ibl mpoBeneHus ayauta cucrem u [10 Ha Kb.

YMETb:

- BBISIBIISITH OCHOBHBIC YI'PO3BI (YS3BUMOCTH M PUCKH); CTPOUTH MOJIENIH YTPO3 U PHCKOB;

- IUIAHUPOBATh PA0OTHI MO BHIITOJIHEHHUIO MTPOSKTOB, CBS3aHHBIX ¢ MH()OPMAIMOHHOH 0€30M1aCHOCTHIO;
- YOpaBIATh pUCKaMu HH(POPMAIIMOHHON 0E€30IIaCHOCTH;

- o0ecrieunBaTh 3aIUTy MIEPCOHANBHBIX JAHHBIX U IPYTUX BUJIOB TaiH;

- OpPraHM30BBIBATH 3aLIUTHI KOH(PHICHIMAIBHBIX JOKyMEHTOB.

BJIAJIETD:




- HaBbIKAMHU TIOCTAHOBKHM 3a/Iaud 3aIluThl MH(OpMAlMK B HMHTEpecax KOMIIAHWH, CIIOCOOaMH
obecrieueHnst KHOEPOE30IMaCHOCTH JTaHHBIX;

- HaBBIKAMH OPTaHHU3alMK KOMIUICKCHOW 3aIUThl HH(POPMAIIHH;
- HaBBIKAMH JIOHECCHUS PE3YJIBTATOR OICHKU PUCKOB M YIPO3 U MPEAJIaracMbIX Mep 3allUThI.

4. Coep:xanue TUCUMILTUHBI (MOYJIs), CTPYKTYPHPOBAHHOE 10 TeMaM (pa3iesiaM) ¢ yKazaHueM
OTBEJICHHOI'0 HA HUX KOJMYECTBA AKAAEMHYCCKUX YaCOB 1 BHI0B Y4eOHBIX 3aHATHI

4.1. Paznienbl TUCTMITIIMHBI (MOJYJISI) ¥ TPYJIOEMKOCTH TI0 BUJaM yUEOHBIX 3aHSATHIA

TPYZ[OGMKOCTB 110 BUAaAM yqe6Hbe 3aH$ITI/II\/’I, BKJIrO4as

CaMOCTOSITENIbHYO padoTy, Jac.

No Tema (pa3nen) TUCIUTUTMHBI
Camocr.
Jlekrum | Cemunapsr | JlaGopar. paboTs
pabora
Beenenne wu  0030p uctopunm U
1 COBPEMEHHOTO COCTOSTHUS 6 12
KnOepOe30MacHOCTH.
Kpunrorpaduueckas 3ammura. 6 12
3 TexHuueckas 3aluTa. 6 12
KommiexcHast 3amuTa opraHu3aiyi. 6 12
HopmaruBHbie pyKOBOAAIINE
5 JOKYMEHTBI, HAa3HAYECHHE W 3a4a4u 6 12
nHpOopMaIMoOHHOH Oe3omacHocTr Poccnn
Hroro yacos 30 60

[ToaroroBka x sK3aMeHy

0 gac.

Oobmas TpynoEMKOCTb

90 yac., 2 3au.ex.

4.2.

Coneprxanue JUCHUIUIMHBL (MOAYIS), CTPYKTYPUPOBAHHOE IO TeMaM (paszeiam)

Cemectp: 7 (Ocennuii)

1. Beenenue u 0630p UCTOPUH ¥ COBPEMEHHOT'O COCTOSHHSL KHOEpOE30MacHOCTH.

° Ocnosuble ToHaTus Kb u HaIpaBJICHUA ACATCIBHOCTU. AKTyaHBHOCTL U BaKHOCTH IMPCAMCTA.

Ucropus Kb.

* OcHoBHbIe YTpO03bl (YA3BUMOCTH M pUcKH). Moaenu yrpo3 u puckoB. Teopus urp u np. Kanansr

YTEUKHU. Bupycel, cmam, QummHr,

I/IHq)OpMaI_II/IOHHO—HCI/IXOHOFI/I"ICCKOFO HpOTI/IBOGOpCTBa.

° anaBneHHe pucCKamMmun

conyajibHass UWHXCHEPUsI,

CoBpeMeHHbIE  TIPOOIEMBI

» 0O030p HopmatuB Kb B P®, banke, mupe. 3akoHOIAaTeNbCTBO, CTAHAAPTHI M CHEIM(PHUKALINY.

Opranm3anunonnoe obecnedenne Kb.

» Oobecnieuenne 3amuThHl [lepcOHANBHBIX TaHHBIX.

* Bupl TaliH: TOCyJapCTBEHHAS, KOMMepUecKasi, 0aHKOBCKa, ...

* AMUD u metons! mpoBeaeHus ayauta cucreM u 110.

2. Kpunrorpaduueckas 3ammura.

*  Buasl u ucropust mudpos. Cumm., Acum, DI, xom1, «conmby, Creranorpadus, 11B3, kimtoun u

ceprudukarsl PKI;

*  Va3BUMOCTH U MeToAbl B3ioMma IMdpoB. [lonHbld nepe®op, YacCTOTHBIM aHaNu3, pamyKHbIC

TaOJIULBL.




. OcHoBHBIC HampaplieHusT Hcronb3oBanus kpunrtorpaguu B Kb. AAA (Authentication,
Authorization, Accounting) ayTeHTH(pHUKaIMs, aBTopu3alus, y4er (access logs)

» CK3HU (ViPNet, Kpunrollpo, Bep6a)?
* [IporpammMHo-anmaparssie cpeactsa 3amutel 0T HCJJ

3. Texan4ueckas 3amurTa.

» Cosp. Tex. cpenctra 3U.

* Tlopsinox npoexrupoBanusi C3U.

* Ouenku 3amumieHHocta C3U. Kpurtepun onpeneneHns: 630MacCHOCTH KOMITBIOTEPHBIX CHCTEM.
» (OOecnieueHne BHICOKON JOCTYITHOCTH.

* OcnoBel OC u 6e3onacaocts OC. (Windows & Linux).

* OCHOBHI CETEBHIX MPOTOKOJIOB U ceTeBas 0e30macHoOCTh, cTek nporokonoB TCP/IP, IPSec, SSL,
TSL. Knaccudukanyss OCHOBHBIX THIIOB CETEBBIX aTaK; OCHOBHBIE XapaKTEPUCTUKU Pa3IUYHBIX
TUTIOB MEXCETEBBIX JKPAHOB, aHAIHW3 3al[UIICHHOCTH; MPUHIMIBI TOCTPOSHUS BUPTYaIbHBIX
yactHeix ceteil (VPN) + TyHHenmupoBaHme, 0e30MacHOCTh MapIIPyTH3aTOPOB C HCIHOJIb30BaHHUEM
CITUCKOB KOHTPOJIS IOCTYTIA M BO3MOXHOCTEH IO MPOTOKOIMPOBAHUIO COOBITHIA.

*  OcHOBHbIE YSI3BUMOCTH NpHU HamMcaHuu kKoxa, Oezomacubiii kom, OOIl B UB, DevSecOps,
TECTUPOBAHKE HA OE30ITACHOCTb.

. OCHOBHBIE YS3BUMOCTH Web-CaliTOB M Wweb-CepBHCOB, OCHOBBI 0e30macHOl pa3paboTKu
webcepBHCOB, CAaliTOB, pacipeeiICHHbIC aTaKy TUIA "0TKa3 B 00CTy)XKUBaHHUN".

* buowmerpus.

* be30macHOCTh BUPTYAIBHBIX U 00TaYHBIX TEXHOJIOTHUH.
» Kubepbeszonacuocts BigData.

» BigData u Al s uago 6e3omnacHocTy.

* Tlopsnox nuneH3upoBanus aestenbHocTy B Kb

4. KommiekcHas 3aluTa OpraHu3aluu.

* Ilonmutuka u mporpamma 6e3omnacHoCcTd (AIMHHUCTPATUBHBIN YPOBEHb )

* OcHOBHBIE KJI1acchl Mep mpouenypHoro yposusa Ub

* [lpunnune! noctpoeHus koMmiiekcHbx C3U

» Ilocrpoenue "npemMunurapu3oBaHHbiX 30H" (DMZ) nyist kopropaTuBHON ceTH

* cucreMbl oOHapykeHus BropxkeHui (IDS) ans uneHTr(rKaLny MONBITOK BTOP>KEHUS

» Cucrema npenotBparienus Bropxenuii (IPS)

* IlpenorBpamenue yreuek nadopmanuu (DLP)

. yhpaBieHne HHQOPMAUOHHONW O€30MacHOCTHI0 W YIIpaBICHHE COOBITUAMHU O€30HacHOCTH
(SIM+SEM=SIEM)

* [lecoununs! (sandbox) u noBymiku (honeypots)
* Wnentudukaiys u ayTeHTUPHUKALUS, YIIPABICHUE TOCTYIIOM
* TIpoToKOIUpPOBAaHHUE U AYIUT, IUPPOBAHUE, KOHTPOJID IIETOCTHOCTH

» Ilnaner GecriepeOoiHON pabOTHI, peanu3anus OecrepeOONHOTO ICKTPONUTAHUS U PE3EPBHOIO
KOITUPOBAHUSI JTAHHBIX

5. HopmaruBHEIE pyKOBOASIINE JOKYMEHTHI, HA3HAUCHUE U 33]1aui WH(POPMAIIMOHHOM 0€30MTaCHOCTH
Poccun

* O0630p Hopmarus Kb B P®, B banke, B Mupe.

* Poccuiickue n MeXyHapOAHbIE OPTAHU3ALMK U CTAHAAPTHI.

* 3aKOHOJATENbCTBO, CTAaHAAPTHI U cnienudukaiuu. OpranuzanuonHoe oodecrnedenue Kb.
» Oobecnieuenue 3amuThl [lepcoHanbHBIX JaHHBIX. HeNMPUKOCHOBEHHOCTh YaCTHOM JKU3HHU.
* Bugsl Taiin: rocynapcTBeHHast, KOMMepUeckas, 0aHKOBCKas, ...; 1 OCHOBHBIC HOPMBI.

* 3aKOHOJATENILCTBO B 00JIACTH MHTEIUIEKTYaIbHONH COOCTBEHHOCTH

* TpebGoBaHus K 3aLIMIIEHHOCTH aBTOMAaTU3UPOBAaHHBIX CUCTEM.



5. Onucanue MaTepuaJIbHO-TeXHHYECKOH 0a3bl, HeOOXOIMMON AJI5l OCYLeCTBJIEeHHS 00pa30BaATEILHOIO
npouecca 1no JUCHUILInHE (MOIYJII0)

* YuebHas ayauTOpUs

» IIpoekrop

* MapkepHas gocka

» PaGoume craHIyu ¢ MOAKIOYeHHEM K IHTepHEeT

* BupryanbHble MamHbl (YCTaHOBJICHHBIE JIOKAJIBHO WM B 00Ja4HON HH(paCTpyKType)

6.IlepeyeHnb pekoMeHAYeMOM JIUTEPATYPHI

OcHoBHas JuTeparypa

1. Kpunrorpaduueckue merozs! 3amuTel nHGopmanuu [ Teker], yuebd. nocobue asns By30B / C. M.
Brnagumupos [u gp.] , M., MOTU, 2016

JlomonHuTenpHAas IUTEparypa
1. Uadopmanmonnas 6e3omacHocTh [Texct] : yued. mocobue mist By30B / M. M. Kotyxos, A. H.

Ky6ankoB, A. O. Kanamaukos ; M-Bo 00p. u Hayku PO ; @enepanbHoe areHcTBO 110 00p.; Mock.
¢uznko-TexH. uH-T (roc. yu-T) ; Akagemuss UbC .— M. : Akagemust UBC : MOTHU, 2009 .— 194 c.

7. llepedyeHs pecypcoB HH()OPMANMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTH ""UHTepHET", HEOOXOTUMBIX
JJI51 OCBOEHHSI TUCIMIIJIMHBI (MOTYJIs)

1. http://www.machinelearning.ru — npodeccrnonanbHbIi HHPOPMALIOHHO-aHATMTHYECKUN pecypc,
MOCBAIIEHHBII MAIIMHHOMY OOY4EHHIO, PACIIO3HABAHNIO 00Pa30B M MHTEIUICKTYaJIbHOMY aHAJIN3Y
JaHHBIX.

2. http://shad.yandex.ru — caiiT mikosnel aHanu3a JaHHBIX SHIEKCA.

3.
http://www.machinelearning.ru/wiki/index.php?title=%D0%9C%D0%B0%D1%88%D0%B8%D0%B
D%D0%BD%D0%BE%D0%BS5_%D0%BE%D0%B1%D1%83%D1%87%D0%B5%D0%BD%D0%
B8%D0%B5 %28%D0%BA%D1%83%D1%80%D1%81 %D0%BB%D0%B5%D0%BA%D1%86%
D0%B8%D0%B9%2C_%D0%9A.%D0%92.%D0%92%D0%BE%D1%80%D0%BE%D0%BD%D]1
%86%D0%BE%D0%B2%29

8. IlepeyeHb MH(POPMANMOHHBIX TEXHOJIOTHIi, HCIIOIb3yEeMbIX NIPH OCYIIECTBJICHNH 00pa30BaTeILHOIO
npouecca 1o AMCUMILINHe (MOAYJII0), BKJIIOYasi lepeYeHb He00X0AUMOr0 NPOrpaMMHOI0 olecredyeHust
¥ HH(POPMALMOHHBIX CIIPABOYHBIX CHCTEM (IIPH HEOOXOAMMOCTH)

Ha 3ansTusx HCIIOJIB3YIOTCA MyHBTHMeHHﬁHLIe TEXHOJIOI'MH, BKIIKO4ad JEMOHCTPALHUIO HpGSCHTaHHﬁ.

B npouecce camocTosTebHOM PaboThl 00YUaIONIUXCs MPEIIONaraeTcst HCIOIb30BaHUE TaKUX
nporpaMmHbIX cpeacTs, kak WEKA, [Python Notebook u ap.

9. MeToauyeckue yKazaHusi AJis1 00y4arOIIMXCs 10 OCBOCHUIO U CHUIIMHBI (MOIYJIs1)

YeneniHoe ocBoeHHE Kypca TpeOyeT caMOCTOATENbHOM paboThl CTyIEHTA.

CamocrosiTenbHas padoTa BKIIIOUAET B ceOs:

— npopaboTKy yueOHOro Marepuaia (o yueOHOH 1 HayqYHOU IUTEPAType);

— MOATOTOBKY K MPAKTHMYECKUM 3aHSTHM, BBIIIOJIHEHUE JAOMAIIHUX TEOPETUYECKUX U MPAKTUUECKUX
3aIaHUM;

— TMOJITOTOBKY K UG GEPEHIIUPOBAHHOMY 3a4ETYy.



NNPUJIOKEHHUE

OLIEHOYHBIE MATEPHAJIBI IO JUCLHATIIMHE (MOYJTIO)

0 HANIPaBJICHUIO: HpI/IKJ'IaI[HBIC MarémMaTruka u (1)I/I3I/IKa
HpO(l)](l.]Ib NmOoArOTOBKMU: praBJ'ICHI/Ie HWHHOBAIIUsIMHU B 6I/I3HCCC

dusrex-mkoina 6H3Heca BBICOKHX TEXHOJIOTUI

Kaq)e;[pa I/IH(I)OpMaTI/IKI/I U BEIUUCIIUTEIILHON MaTEMAaTUKU
Kypc: 4

KBaJIH(UKALUS: OakanaBp
Cemectp, hopMBI IPOMEKYTOUHOH arTecTanuu: 7 (oceHHuil) - JluddepeHpoBanHblii 3a4eT

PaszpatGoTunk: T.®. XupbsHOB, CTapIINK MPENOAABATETD



1. Komnerenunu, gopMupyemMsblie B mpouecce U3y4eHus: JUCHUILINHbI

Kox 1 HauMeHoBaHHE KOMIIETEHIINHA

NHaukaTopsl JOCTHKEHHS KOMIIETEHIINH

YK-4 Crioco0GeH 0CyecTBIATh JICIOBYIO YK-4.2 Ucnoneiyet COBPEMEHHBIE
KOMMYHHKALUIO B YCTHOH M MMCBMEHHOM WH(POPMALIMOHHO-KOMMYHHUKAaTUBHBIE cpeacTaa JUTS
¢dbopmMax Ha TOCYJapCTBEHHOM SI3bIKE KOMMYHHKALUH

Poccutiickoii ®enepanyu 1 THOCTPAaHHOM(BIX )

sI3bIKE(ax)

OIIK-4 CriocobeH ocymiecTBiIsITh COOp U OIIK-4.1 Brmageer weTromaMu Hay4HOrO IIOMCKa |

00pabOoTKy HayYHO-TEXHUYECKOH U (M)
TEXHOJIOTHYECKOH MH(OPMAIINK ISl PELICHHS
(yHIaMEHTAIBHBIX U MPUKIIAJHBIX 3329

MHTEJUICKTYaJbHOTO aHajdM3a WH(POPMAIMUA TPU pEIICHHU
3a7a4 npodeccHoHaIBHOM IesITeNbHOCTH

[IK-1 CnocoGeH m1aHupoBaTh U NPOBOAUTH
Hay4YHbIE SKCTIEPUMEHTHI (B M30paHHOI
MPEeIMETHOM 001acTH) U (MJIN) TEOPETUIECCKHUE
(aHATMTHYECKHUE ¥ IMUTAIMOHHEIC)
HCCIICAOBAHHUS

[IK-1.8 Bnageer HaBblkKamMu pPabOTBl C COBPEMEHHBIMH
SI3bIKaMU [IPOIPaMMHUPOBAHUS U IPOrPaMMHBIMU ITaKETaMU
JUISl HAyYHBIX pacyeToB

[1K-3 CnocoOeH BbIOMpaTh U MPUMEHSATH
noaxozsiee 000py10BaHHE, HHCTPYMEHTHI U
METO/IbI UCCIIEOBAHUM I PELLICHHS 3a/1a4 B
M30paHHON peAMETHOMH 00IacTH

[IK-3.2 3naer o6macTy W KPUTEPUHU NPUMEHUMOCTH
UCHOJNb3YEMBIX TEOPETUYECKUX IIOIXOJOB U  yMEHHUE
OLICHUBAaTh TOYHOCTh MNPHUOJMKECHHBIX aHAIUTHYECKHUX
METOJOB BBIYUCIICHUH

2. Iloka3aTe/in OLlEHUBAHUA KOMITETEHIU

B pe3ynbrare u3ydeHus: JUCIUTUIMHBI «3aIuTa HHQopMaIimy 00ydatonIuics JODKEeH:

3HATh:
- ocHoBHble oHsATHA Kb 1 HanpaBneHus 1esSTeIbHOCTH;
- 3aKOHOZATEIbCTBO, CTAHAAPTHI U crienupukanuu B oonactu Kb; Buas! TaiiH;
- IOAXO/IBI K OPraHM3alliK KOMIICKCHOMN 3aIllUThl OpPraHU3allly, a TAK)KE TCHICHIIUN UX Pa3BUTHS,
- TUIIBI CUCTEMBbI KOMIUIEKCHOH 3alUThl OPraHU3aLUil U HalpaBJICHHUS UX MCIIOIb30BaHMS;
- OCHOBHBIC TTOAXO/IBI 1 METO/IbI 3AIUTHI JAHHBIX;
- MeTo/ibl mpoBeneHus ayauta cucrem u [10 Ha Kb.
yMeThb:
- BBISIBJISITH OCHOBHBIE YTPO3bI (YA3BUMOCTH U PUCKH); CTPOUTH MOZAEIH YIPO3 U PUCKOB,;
- IUIAHUPOBATh PA0OTHI MO BHIITOTHEHHUIO TPOSKTOB, CBS3aHHBIX ¢ MH()OPMAIMOHHOH 0€30MaCHOCTHIO;
- YOpaBIATh pUCKaMu HH(POPMAIIMOHHON 0E€30IIaCHOCTH;
- o0ecrieunBaTh 3aIUTy MIEPCOHANBHBIX JaHHBIX U IPYTUX BUJIOB TaiH;
- OPraHU30BBIBATh 3AIIUTH KOH(YUACHIIMATIBHBIX JOKYMEHTOB.
BJIA/1eTh:

- HaBbIKAMHU TIOCTAHOBKHM 3a/Iaud 3aIluThl MH(OpMAlMK B HMHTEpecax KOMIIAHWH, CIIOCOOaMH
obecrieueHnst KHOEPOE30IMaCHOCTH JTaHHBIX;

- HaBBIKAMH OPTaHHU3alIUK KOMIUICKCHOW 3aIUThl HH(POPMAIIHH;

- HaBBIKAMH JIOHECCHUS PE3YJIBTATOB OICHKU PUCKOB U YIPO3 U MPEAJIaracMbIX Mep 3allUThI.

3. IlepeyeHb THNOBBIX (IPMMEPHBIX) BOIPOCOB, 3aJaHHI1, TeM JJIsl IOATOTOBKHU K TeKylIeMy KOHTPOJII0

C LCJIBIO KOHTPOJISI OCBOCHUA O6y‘laIOH_[I/IMI/IC$I yqe6H0r0 Marcpuajia mpoBOAUTCA YCTHBII\/’I OIIpoC B
HavaJi€ 3aHATUA 110 TCMC ITPOULJIOTO 3aHATUA.

4. IlepeyeHb THNOBBIX (IIPMMEPHBIX) BONPOCOB M TeM /1J1l IPOBeJAeHHs MPOME:KYTOUHOIH aTTecTaluu

o0yuaruuxcst

1. OcHoBHBIE HalpaBiIeHUs ASSATEIBLHOCTH 10 obecnedennto KubepbesonacHocTu

2. 3amura nHMOPMAIIMU B CUCTEME HallMOHAIBHON Oe3omacHocTH Poccuiickoit denepanuu

3. Cogep:xaHre HOPMaTHBHBIX PaBOBBIX akTOB PD, B banke u B mupe B cepe 3amutsl nHGopManuu

4. Crannaptsl u crienudukanyu B oomactu KubepoesomacHoctn




5. 3akon P® "O nepconansHbIX JaHHBIX". Q0ecneuenne 3amuThl [lepcoHaabHBIX JaHHBIX.

6. Buupel TaitH: rocygapcTBeHHas, KOMMepUeckas, 0aHkoBcKas. HopMaTuBHbBIC TOKYMEHTbI, OTHECEHHE,
CIIOCO0OBI 00€eCIIEYEHHS 3aIUTEL.

7. OCHOBHBIE KaTeropuu yrpo3 HHPOPMAalMOHHONW 0e30macHOCTH 00beKTa. MoJenu yrpo3 U PUCKOB.
Teopus urp u ap. Kananer yreuku

8. OcCHOBHbIE BUbI BUPYCOB M METO/IbI OOPHOBI C HUMH

9. 3amura O T BPEIOHOCHBI NMPOTPAMMHBIX BO3JEHCTBHUI, 3alUTa MPOrpaMM OT H3MEHEHUH u
KOHTPOJIb [ETOCTHOCTH, IOCTPOECHHE N30IMPOBAHHON TPOrPaMMHOM CPEIbI

10. CoBpemeHHbIe MPOOIEMB WHGOPMAITMOHHO-TICHXOJIOTHYECKOTO TPOTHBOOOpcTBa. ColnanbHas
HWHXEHepHS.

11. MeTons! BO3AEHCTBHS NpU criaMe U (PUIIKMHIEe, OCHOBHbIE IPABUJIA IPOTHBOCTOSHUS

12. Ynpaenenue puckamu B HHQOpMAIIMOHHON 0€30MacCHOCTH

13. Bugst u ucropuss mudppoB. CuMMeTpu4yHass U acuMMmeTpuuHas kpuntorpadusi. CTOWKOCTh
muQpoB.

14. Creranorpadus. [{udpoBsie Bo/sIHBIC 3HAKY.

15. DnexkrponHas nudpoBas MOAMUCH, PA3TUYHBIC AJITOPUTMBI M UX CTOMKOCTh.  XOII, «COJbBY,
obnaunast DLIIT.

16. Yrpaenenue kitoueBoi nHpopmanuei u ceprudukaramu; PKI.

17. Vazsumoctn m Metonsl B3jaoma mmdpos. [lonHbli mepebop, YaCTOTHBIM aHAU3, pajly’KHbIC
TaOIULIBL...

18. OcHoBHBIe HampaBieHus wucnons3oBanua kpunrtorpaguu B Kb, AAA (Authentication,
Authorization, Accounting) ayreHTudukaus, apropusanus, yu€t (access logs)

19. OcHOBHBIE IPUHIUITBI TOCTPOECHUS IPOrPAMMHO-AINAPAaTHBIX KOMIUICKCOB 3alllUThl HH(pOpMauu
20. CoBpeMeHHbIE TEXHUYECKHE CPEJICTBA 3alUThI HH(OPMAIIHH.

21. Tlopsitok MpoeKTUPOBaHUS cUCTEMBI 3amuThl HHPopmaruu (C3H1).

22. Ouenku 3amumeHaoctd C3U. Kpurepun onpenenenus 6€30macHOCTH KOMIBIOTEPHBIX CUCTEM

23. TIporpaMMHO-anmapaTHble CpEICTBA, PEAJN3YIOUINE OTAEIbHBIE TPEOOBaHUSA MO 00ECICUYCHUIO
UH(POPMALIMOHHOHN 0€30MaCHOCTH.

24. TunoBasi CTPYKTypa KOMIUICKCHON CHCTEMBI 3aIIMUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA
25. MeToapl 1 CpeAcTBa OTPAaHUYEHHUS TOCTYIA K KOMIIOHEHTaM BBIYMCIUTEIBHBIX CUCTEM

26. [Ipumep cucrem xommiekcHo# 3amuTel nHGopmanuu CK3U (ViPNet, Kpuntollpo, Bep6a)
27. MeToapl U CpeACcTBa XpaHEHUS ¥ YIPaBJICHUS KII0UeBOH HHPOPMALUU

28. OcnoBsl OC u 6e3zonacnocts OC. (Windows & Linux)

29. OCHOBBI CETEBBIX NMPOTOKOJIOB M CeTeBasi 0e30MmacHOCTh, cTek mporokoioB TCP/IP, IPSec, SSL,
TSL.

30. Knaccugukanuss OCHOBHBIX THIIOB CETEBBIX aTaK; OCHOBHBIE XapaKTEPUCTUKU PA3IHYHBIX THUIIOB
MEXCETEBBIX DKPAHOB, aHAJIN3 3AIUILEHHOCTH

31. IlpuHIHMIBI TOCTPOSHUS BUPTYaNbHbBIX YacTHBIX cetedd (VPN) + TyHHennpoBaHue, 6€301MacHOCTb
MapLIpyTU3aTOPOB C HCIOJNb30BAaHHMEM CIMCKOB KOHTPOJS JOCTYNa H  BO3MOXHOCTEH 110
MPOTOKOJIMPOBAHUIO COOBITHIA

32. 3amuTa nporpaMm OT U3Y4EHHsI, CIIOCOOBI BCTPauBaHUs cpelicTB 3amuThl B 110

33. OcHOBHBIE YSI3BUMOCTH NIPY HANMMCaHUM Koja, Oe3onacHbii ko, OOIT B b

34. DevSecOps, TecTupoBaHue Ha O€30aCHOCTb

35. Ucnonbs3oBaHne BUPTYAIbHBIX MalliuH B chepe obecrieueHuss nHQOpMAIIMOHHON 0€30acHOCTH.
36. bezomacHOCTh BUPTYaIbHBIX U 00JIaYHBIX TEXHOJIOTHI

37. OcHOBHBIC YS3BUMOCTH Web-caliToOB M web-cepBHUCOB, OCHOBBI 0e30macHoi pa3paboTKu
webcepBUCOB, CAlTOB, paclpeneIeHHbIe aTaky TUMa "0TKa3 B 00CIyKUBaHUH"

38. buomerpusi, Tumbl, 00yueHHEe, OIUOKH Pa3HOro poaa

39. KubepbezonacHocts BigData

40. BigData u uckyccTBeHHBIH HHTEIUIEKT B cpepe HHPOpMaTMOHHON O€30M1aCHOCTH

41. Aynut naopManoHHON 6€30MaCHOCTH M METOABI IPOBEACHUS ayauTa cucteM u [10
42. llopsaox nuneH3upoBanus aesrenbHocTd B Kb

43. Pa3paboTKa MOJIUTUKU U IPOrpaMMbl O€30M1aCHOCTH

44. OcHOBHBIE KJTacChl Mep mpouexypHoro yposus b

45. IlocTpoenue "nemunurapu3oBaHHbix 30H" (DMZ) mis koprnopaTuBHOU ceTr

46. [IpuHUMIIBI ASHCTBHUA U TUIIOBAs CTPYKTypa cucTeM oOHapyskeHust BropxkeHuit (IDS)



47. IlpuHUMIIBI IEWCTBUS U TUTIOBAsI CTPYKTYpa CUCTEM IpenoTBparieHus sropxkenuit (IPS)

48. [IpuHIHMIIEI IEHCTBHS U THITOBAsI CTPYKTYpa CUCTEM MpeJoTBpalicHne yredek nHpopmanuu (DLP)
49. Yrpasnenue nHGOPMAIIMOHHON 0€30MacCHOCTHIO U yTipaBiieHHe coObITHsIMU Oe3onacHocTH SIEM
50. [IpuHIUIIBL ACHCTBUS M TUTIOBAsI CTPYKTYpa necounul] (sandbox) u soBymiek (honeypots)

51. Unentudukanus u ayTeHTUGUKALMSA, YIPaBICHHE T0CTYIIOM

52. IlpoTrokonupoBaHue U ayauT, HM(pOBaHKUE, KOHTPOJb LEIOCTHOCTH

53. nanel GecriepeOoOiHOM PabOTHI, peanu3anus OecrepeOOHHOro ANMEKTPOITUTAHHUS U PE3CPBHOTO
KOITUPOBAHUSI JTAHHBIX

54. CepBuchl 6€3011aCHOCTH. APXUTEKTYpHas1 0€30MaCHOCTh, KJIIACCU(PHUKALUI CEPBUCOB
55. llocTpoenue cucTeMBbl 3alUIEHHONH 00paOOTKN KOH(PUACHIHAIBHBIX TOKYMEHTOB

Kpurepuu onieHuBanus
Ouenka ommyHo (10) BeICTaBISETCS CTYACHTY, MIOKa3aBIIeMy BCECTOPOHHHE, CHCTEMaTH3UPOBAHHBIC,
nry0okue 3HaHUs y4eOHOI MporpaMMBbl AUCIUIIIIMHEL, TPOSABIAIONIEMY HHTEpEC K JaHHON MpeIMeTHON
o0nacT, NPOAEMOHCTPUPOBABIIEMY YMEHHE YBEPEHHO U TBOPUECKU MPUMEHATh UX HA MPAKTHKE MPH
pelLIeHNN KOHKPETHBIX 3aj1a4, CBOOOHOE U IPaBIIbHOE 0O0CHOBAHNE IPUHATHIX PEIICHHH.
Ouenka ommyHO (9) BBICTABISETCS CTYIACHTY, IIOKa3aBIIEMY BCECTOPOHHHUE, CHCTEMAaTU3UPOBAaHHBIC,
n1y0oKHe 3HaHUS y4eOHOH MPOrpaMMbl AUCHUIIIMHEL U YMEHHE YBEPEHHO NIPUMEHSTh UX Ha MPAKTHUKE
NPY pEeIICHUN KOHKPETHBIX 3a]1a4, CBOOOIHOE ¥ MPAaBUIIEHOE 000CHOBAHHE PUHATHIX PELICHUI.
OueHka OTIIMYHO (8) BBICTABISETCS CTY/ACHTY, IOKa3aBIIeMy CHCTEMAaTH3MPOBAaHHbIE, TNTyOOKHEe 3HAHUS
y4eOHOI MpOorpaMMbl JAUCIMIUIMHBL H YMEHHE YBEPEHHO NPHMEHSTHh MX HAa MPAKTHKE MPH PEHICHUH
KOHKPETHBIX 33714, IPaBUIbHOE 000CHOBAHNE NPUHSTHIX PEIICHNUH, C HEKOTOPBIMU HEZ0UeTaMu.
Ouenka xopomo (7) BBICTABISETCS CTYIACHTY, €CIH OH TBEpAO 3HAET Marepuay, TPaMOTHO U IO
CYILECTBY M3JIaraeT €ro, ymMeeT NPUMEHSATHh IOJy4YEHHbIC 3HAHUS HA INPAKTUKE, HO HEIO0CTAaTOYHO
IpaMOTHO 0OOCHOBBIBAET IOJYYCHHBIE PE3YJIBTATHI.
Onenka xopomo (6) BBICTaBISETCS CTYIEHTY, €CIM OH TBEpAO 3HAeT MaTepuaj, TPaMOTHO U TIO
CYILECTBY M3JIaraeT ero, yMeeT MPHUMEHSTh MOJyYCHHBIC 3HAHHUS Ha MPAKTUKE, HO JIOIYCKAET B OTBETE
WIN B PELLICHNH 3a]1a4 HEKOTOPble HETOYHOCTH.
Ouenka xopouio (5) BBICTABISIETCS CTYJCHTY, €CJIHM OH B OCHOBHOM 3HAeT Marepuall, FpaMOTHO H MO
CYILECTBY M3JIaraeT ero, yMeeT NMPUMEHSTh MOMyUCHHbIC 3HAaHHUS Ha MIPAKTUKE, HO JIOIyCKAET B OTBETE
WM B PEIICHNH 3a]1a4 JOCTATOYHO OOJIBIIOE KOJTMYECTBO HETOUHOCTEH.
OmueHka yIOBIETBOPHUTENbHO (4) BBICTABISICTCS CTYACHTY, IOKa3zaBIIieMy (parMeHTapHbIi,
pa3pO3HEHHBII XapakTep 3HAHUH, HEIOCTATOYHO IpPaBUIbHBIE (OPMYIUPOBKH 0a30BBIX MOHSTHI,
HapyUICHUS JOTUYECKON MMOCIIENOBATEIbHOCTH B U3JIOKEHUU MTPOTPAMMHOTO Marepualia, HO IPH 3TOM
OH OCBOWJI OCHOBHBIC Pa3Ziebl yueOHOW MpOrpaMMbl, HEOOXOAMMBIE Ul JaJbHEWIIero oOydeHus, u
MOKET MPUMEHSTH TIOJTy4YeHHBIC 3HAHUS 110 00pas3ily B CTAHJAPTHOW CHTYaIlHH.
OmueHka yIOBIETBOPHUTENbHO (3) BBICTABISICTCS — CTYACHTY, IIOKa3zaBIIieMy (parMeHTapHbIi,
pa3po3HEHHBIH XapakTep 3HaHWM, Jomyckaronlemy omuOku B (GopMynupoBKax 0a30BbIX MOHSTHH,
HapyLICHUS JIOTHYECKOW IOCIEeIOBAaTEeIbHOCTH B H3JIOKEHUH IPOTPAMMHOIO Marepuania, ciabo
BJIaJICET OCHOBHBIMU paszieslaMy y4eOHOH MporpaMMbl, HEOOXOAUMBIMHU IS AaJbHEHIEro 00y4eHus 1
C TPYAOM MIPUMEHSET MOJTYYCHHBIC 3HAHUS JJa)Ke B CTAHAAPTHON CHUTYAIIHH.
OreHKa HEYIOBJIETBOPHUTEIHHO (2) BBICTABISIETCS CTYICHTY, KOTOPBI HE 3HaeT OOJbIICH YacTh
OCHOBHOTO COJEp)KaHUs y4eOHOH IpOrpaMMbl JUCHMIUIMHBI, JAOIyCKaeT rpyOble OmHOKH B
(OpMyITHPOBKaX OCHOBHBIX IMPHUHIIMIIOB i HE YMEET MCIOIb30BaTh NOTYYCHHbBIC 3HAHUS TP PEIICHUN
THUIIOBBIX 33/a4.
Ouenka HeyaOBIeTBOPUTENBLHO (1) BBICTaBIsSETCA CTYAEHTY, KOTOPBI HE 3HAaeT OCHOBHOTO
coziepKaHusi yu4eOHOW MPOrpaMMBbl TUCHUILTUHEL, JTOMyCKaeT rpyOeiiniie ommoku B (OPMYIHPOBKAX
0a30BBIX MOHATUH IUCLUIUIMHBEI M BOOOIIE HE MMEET HABBIKOB PELICHUS THUIIOBBIX HMPAKTHYECKHX
3ajad.

5. MeTonuueckne MaTepuaIbl, ONpPeIesONINe MPoueIyPbl OIleHHNBAHUS 3HAHUI, YMEHUIl, HABBIKOB U
(W1M) oNbITA AESITEILHOCTH

JuddepeHnrpoBaHHbIN 3a4ET MPOBOAUTCS MYyTEM OpPTaHU3ALUH CHEIUAIBFHOTO ONPOCa, IPOBOIUMOIO
B YCTHOM U (WJIM) TUCbMEHHOU (opMe.

ITpu mpoenennn auddepeHMpoBaHHOrO 3auéra oOyuaromemycs: mpenocrasinserca 30 MUHYT Ha
noaroroBky. Onpoc oOydaromerocst mo OWIETy HE JOJDKEH IPEBBIIIATh OAHOTO aCTPOHOMUYECKOTO
Jaca.



Bo Bpemss mpoBeneHus auddepeHIMpOBaHHOTO 3a4éra OOydaroluecss MOTYT —IOJIb30BarThCs
POrpaMMON TUCIUIUIMHEI, & TAKXKE CIIPABOYHON JINTEPATYPOIi.



